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Abstract
In this paper we propose a game-theoretic cybercrime model and test the management of
cybercrime risk by organisations. We apply the concept of expected utility theory to explain the
behaviour of hackers and defensive decision-making by the managers in the presence of risk and
uncertainty. It is evident that in many occasions the hackers are bound to be at least partially
successful and the risk mitigation through technological solutions alone cannot eliminate cyber
risk completely. This is because the hackers hold superior knowledge and skill on modern
technology and sophisticated skill than the organisations’ managers. The hackers are always
able to develop alternative ways to hack the online systems whatever sophisticated technology
is used to mitigate cyber risk. Moreover, the organisations often operate under practical
constraints (either economic, e.g., budget or governance) to manage their cyber-risk exposures.
Furthermore, the technological solutions are temporary as hackers change their positions,
strategy and techniques very frequently making management of cyber risk even harder for the
organisations. Consequently, it is important to analysis the hacker motivations and operational
strategy of the hackers from the perspective of behavioural economics.
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Section 1: Introduction
Cyber-risk is a growing threat for large corporations. This has emerged increasingly as a
profitable industry for many ‘hackers’. As the organisation grows, its operational activities
extend and side-by-side, the size of its database increases. In order to reduce time and costs,
the greater use of information technology displaces the manual and repetitive jobs. This is also
to meet ever-increasing stakeholders’ demand for faster services, in order to survive in the
tough and competitive global market environment. In line with this increasing demand, the
supply of new tools and techniques are innovated by suppliers and manufacturers. It is now
evident in the aftermath of 2008 global economic crisis, that the financial industry has moved
to digitalisation of operational services (McKinsey, 2015). However, no technological innovation
is risk free. History suggests that several leading organisations encountered severe economic
and reputational losses due to their failure in balancing the risk and reward relationship,
particularly when digitalising their operational activities.
Cyber attacks takes several forms. Research suggests that the historical losses happened due to
destructive attacks, cyberwarfare, government espionage, corporate espionage, stolen e-mail
addresses and login credentials, stolen credit card and financial data and stolen medical-related
data (Clough, 2015). The question that needs academic debate is “why do cyberattacks
happen?; “What are the motivations of the hackers?” In essence, the risk-reward trade-off for
cybercrime is very attractive. It is evident that cyberhackers (our ‘hackers’) constantly and
rapidly monitor the movements of their targets, waiting for the opportunity to steal (or attack),
but in a way as to ensure an acceptably low likelihood of being detected, caught and/or
prosecuted. In the cyber-sphere many attacks can be executed relatively cheaply. The
sophistication of low-costs electronic devices such as smartphones and tablets, broaden the
hacker’s attacking scope. Moreover, the trend towards digitisation of business process and
functions from sales to production and outsourcing of services in remote locations make the
system vulnerable to cyber risk. The abuse of technological innovations coupled with the
internal frauds committed by employees in many instances has increased the frequency and
sizes of cyber-attacks. Consequently, the human element relevant to cybercrime is vitally
important to investigate in order to mitigate the cyber risk (Roux, 2015).
With the rise of cyber-attacks several state and regional regulators initiated to control
organisational activities to combat the frequency and severity of cyber events. For example, Tthe
new generation of regulations in relevant areas (e.g. intellectual property) have restricted
organisations’ ability to fully protect their stakeholders’ data and confidentiality. Failure to do
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so, has caused them to breach customers’ confidentiality, causing substantial financial and
reputational losses. There is evidence that cyberattacks are carried out by well-educated gangs
at private, organisation and even by states, but also by ‘tech-savvy’ self-starters, operating out
of their bedrooms in their parent’s homes. When an organisation reaches to a certain level of
wealth and value either in economic and reputational terms, it becomes vulnerable to
cyberattacks. In the financial industry, the hackers look for weaknesses in the control and
security over operational transactions, though probably not having much, if any influence on the
amount of wealth they can manipulate. This, and the inherent quality of security being largely
under the control of the ‘insiders’ in the organisation.
As stated earlier, cybersecurity has also become a national policy priority where the national
governments have initiated laws and regulations in efforts to protect private businesses,
individual citizens and public bodies from cyber-attacks. In the United Kingdom for instance, the
government published its ‘National Cyber Security Strategy 2016 to 2021’ that set out its plan
to make the country more secure and resilient in cyberspace. It pledged to invest £1.9 billion
over five years in defending the country’s systems and infrastructure, deterring adversaries, and
developing a whole-society capability (H M Government, 2016). In the USA, strengthening the
security and resilience of cyberspace is an important mission of the homeland security. It has
taken comprehensive initiatives combat cybercrime in order to protect critical infrastructure 3.
In 2015, the European Union approved a directive to ensure a common level of network and
information security (NIS) throughout the EU Member States.
The remainder of this article is organized as follows: Section 2 discusses the interdisciplinary
literature on cybersecurity. Section 3 develops a simple, abstract cybersecurity model from a
game-theoretic perspective. Section 4 performs an illustrative empirical case study to test the
model. Finally, Section 5 concludes the article and identifies opportunities for future work.
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Further information is available on https://www.dhs.gov/topic/cybersecurity (accessed: 10th April, 2017)
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Section 2: Literature review
The following articles will be used to present the study’s literature:
Author(s)

Ogut, Raghunathan,
& Menon (2011),
Risk Analysis

Paper title

Cyber Security Risk
Management: Public Policy
Implications
of Correlated Risk, Imperfect
Ability to Prove Loss, and
Observability of Self-Protection

Industry/sector
focus

Findings
In this article the authors examined the scope of cyber (information) security
risk insurance to protect firms as a part of their cyber security risk
management programme. They described the issue within the capacity,
complexity and interplay of three agents i.e. firms, government and insurers.
They found that the firms invest less than the social optimal levels in selfprotection and, most importantly, the insurers are unable to observe (or
verify) firms’ self-protection levels for the correlated risks, in particular, even
the governments (i.e., social planners) either provides a subsidy to the firms
or charge tax on insurers. They concluded that the existing imperfect
insurance market is insufficient to achieve the efficient outcome in cyber
security risk management.
In order to protect the distributed process control networks (PCN) from
cyberattacks, the civil infrastructures, in particular, the authors developed a
Network Security Risk Model (NSRM) with the capability of capturing the
relevant dynamics of cyber-attacks. Their model provided a means of
evaluating the effectiveness of candidate risk management policies by
modelling the frequency and severity of cyber risk after the implementation
of candidate measures.
With the argument of the systemic nature of the technical
interdependencies of cyber risk among industries and critical infrastructure
sectors the authors developed an interdependency-based risk analysis
framework for cyber-attacks to supervisory control and data acquisition
(SCADA) systems for the use of disaster planning and management
purposes. The result provided a foundational framework for modelling
cybersecurity scenarios for the oil and gas sector.

Insurance

Henry & Haimes
(2009)

A Comprehensive Network
Security Risk Model for Process
Control Networks

Engineering

Santos, Haimes &
Lian (2007)

A Framework for Linking
Cybersecurity Metrics to the
Modelling of Macroeconomic
Interdependencies

Supply Chain
Management
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Author(s)

Paper title

Industry/sector
focus

Andrijcic &
Horowitz (2006)

A Macro-Economic Framework
for Evaluation of Cyber
Security Risks Related to
Protection of Intellectual
Property

Rao, Poole, Ma, He,
Zhuang & Yau
(2016)

Defense of Cyber Infrastructures
Against Cyber-Physical
Attacks Using Game-Theoretic
Models

Computing
infrastructures

Davis, Garcia &
Zhang (2009)

Empirical Analysis of the Effects
of Cyber Security Incidents

Marketing

Findings
The paper focussed on the loss in intellectual property as long-lasting effects
of cybercrime committed by foreign perpetrators. In order to determine the
potential macro-economic consequences of cyber-attacks due to stolen IP
from U.S. companies as well as their likely sources the authors presented a
two-part International Consequence Analysis Framework.
The authors proposed a game-theoretic attack-defence model and studied
the strategic interactions between attackers and defenders within the
context of network and computing infrastructures. They found that the
Nash equilibrium under uniform costs in both cyber and physical
components is computable in polynomial time, and provides high-level
deterministic conditions for the infrastructure survival. They tested the
attack-defence model with the probabilities of successful attack and
defence, and of incidental failures.
Focussing on the potential economic effect of data breaches the authors
tested if this economic cost motivates the online businesses to increase their
investment to combat the cyber security incidents on web traffic. They
found that this is not the case as the credit card companies takes the risk of
security breaches and the risk-averse customers pay the premium.

Business
management
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Section 3: The Model
This model assumes there are three players: an organisation (o), a hacker (c) and the State (s).
The organisation has a property right over assets that yield (it) utility. It may either be a private
company, public sector organisation, or even an individual. The same assets are also attractive
to the hacker and they will attempt to acquire some portion of these, illegally.
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The State, as

the upholder of the Law, obtains utility from successfully prosecuting and punishing the hacker
who has been detected by the organisation attempting to steal its assets.
It is assumed that all the players share the same general saturation utility function:
𝑈𝑈(𝑋𝑋) = 𝛼𝛼𝑋𝑋 𝛾𝛾 (0 < 𝛼𝛼 < 1: 0 < 𝛾𝛾 < 1)

Total utility increases in 𝑋𝑋¸ but at a decreasing rate i.e. marginal utility tends towards zero as

each extra unit of 𝑋𝑋 is obtained. This establishes an upper limit to the amount to be stolen in a
single operation, as illustrated in Figure a. 5 Each player has their own specific utility function:

U (X o ) = αo X γ o

[1.1]

U (X c ) = αc X γ c

[1.2]

U (X o ) = α o X γo

[1.3]

As the players are operating in a world of uncertainty, each one has to optimise their expected
utility arising from their actions:

U ( X ) = h( X )U ( X )
Where h(X) is a probability density function of the ‘success’ each player has in achieving their
objective, in either preventing, acquiring or punishing the (theft of) value of the assets stolen, X.

4

By ‘value’ we regard any tradeable proceeds from the activity. This may, obviously be actual ‘cash’ that can be
moved from one account to another or ‘goods’ than can be shipped and misdirected without proper payment.
It may also include the acquisition of data (product details, customer details, financial accounts), either acquired
directly by a competitor, or on its behalf by a third party. The hacker may offer back stolen goods to the
organisation in return for a cash payment. The hacker’s aim may be to obtain a benefit from bringing down the
organisation, either by draining it of resource, or destroying its reputation. This benefit may be pecuniary (e.g.
the elimination of a commercial competitor or enforcement agency) or non-pecuniary (e.g. the elimination of a
political rival or detested organisation). In any case, we can convert any benefit to utility.
5
The amount acquired (and associated utility derived) may be sufficient for all time, or may be consumed over
time implying that the hacker will require to return to attempt to repeat their previous feat.
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Figure a Saturation Utility Function
Amongst others, Bliss (2000) suggests a functional form for the cdf, H(X), viz

H (X ) =
-

1
(1 + αX )β

which exhibits the same general shape as the total utility function in Figure a, with an upper
limit of 100%. Each player selects a value under their control (X*) that conditionally

( )

*
optimises their expected utility, U X .

( )

( )

[2.1]

( )

( )

[2.2]

( )

( )

[2.3]

U o X o* = ho X o* α o X γ o
U c X c* = hc X c* α c X γ c
U s X s* = hs X s* α s X γ s

Figure b illustrates the typical trajectories of expected payoff and the associated expected utility
and the shared optimising value, X*.
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Figure b Expected Payoff & associated Utility Functions
We now consider each of the players’ motives and optimising actions in turn, as well as the
nature of the conditional interdependence between them.
The organisation
The organisation has, at any one time, a property rights over assets to the value 𝑋𝑋, that are
vulnerable to cyber-theft. It can erect either or both two stages of defence: (i) Prevention, and

(ii) Detection. As Figure c illustrates, some attempts by the hacker to illegally acquire the assets
will be stopped at the Prevention Stage. Some attempts will successfully avoid that stage and
attempt to acquire a portion of the assets, but some of these will be detected and blocked.
Other attempts, however, will be sufficiently sophisticated (or just ‘lucky’) to avoid detection
and allow the hacker to steal some of the X.

8

Attempts

Prevention

Detection

Extraction
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Prevention aims to shield a percentage of the otherwise, at-risk assets. The organisation
allocates a certain amount of X to the prevention effort, that then determines the percentage
of assets that will be completely protected from the cyber-hacker. It is assumed that it will
become increasingly difficult to increase the level of protection, requiring ever more extra
resource to do protect the more accessible assets. Thus, the general relationship between
protection expenditure and the degree of protection is the same in nature to the saturation
utility function as depicted in Figure a: more and more additional resource has to be devoted to
protect the ever harder-to-protect assets This establishes an upper limit to the amount the
organisation will devote to prevention defence.
Detection defence aims to identify and negate those incidents that have been successful in
overcoming the prevention effort, before they extract the targetted assets. It is assumed that
the greater the resource devoted to detection (D) the more likely attempts will be detected (and
the hacker rendered liable to punishment by the State). It is also assumed that the probability
is not linear in D, but may increase at an ever declining rate, never reaching 100%. A plausible
form for the detection function cdf, H(D), would be:

H (D ) =

(1 + τ 0 D )β − 1
(1 + τ 0 D )β

[3.1]

and its corollary, the avoidance function, H’(D) = 1 – H(D):

H ' (D ) =

1

(1 + τ 0 D )β

[3.2]

Where τ0 and β are parameters that relate the amount spent on detection and the proportion
of assets shielded. Figure d illustrates detection function’s trajectory as D is increased, with the
marginal probability falling at an ever-increasing rate, towards zero.
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Figure d Detection expenditure and the probability of detection
Taken together, it appears that total security over all of the organisation’s assets is impossible
and that is inevitable that the hacker will enjoy some success in acquiring some portion of them.
The problem for the organisation is therefore to select the optimising values of P and D that,
together, maximise the expected utility from the expected loss of some proportion of its assets.
[2.1] is therefore:



X U δˆc
max (U o ) = α o  X P −  P + D +




(1 + τD )β


P , D∈ℜ
subject to(P + D ) < X
where X

P

(

)

(






γo

)

= X α P P γ P and X U = X − X P .

XP is the amount of protected assets, XU the resulting unprotected assets, δˆc is the organisation’s
current belief about the proportion of XU the hacker will attempt to acquire. A key point to note
is that the organisation’s choices of P and D are conditioned by α0 and γ0 and conditional upon

δˆc . It is assumed that the organisation can derive α0 and γ0 with sufficient accuracy. However,
any mismatch between δˆc and the actual proportion the hacker is attempting to steal (δc)
implies that the calculated P* and D* will, in fact, turn out to be a sub-optimal given the hacker’s
intentions. This point we will be considered in the empirical illustration later.
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The hacker
The hacker’s incentive in attempting to extract value from the organisation has already been
considered, namely optimising a version of [2.2]. The hacker knows that the organisation will
both seek to protect some proportion of its assets otherwise at risk, and monitor the rest that
are exposed. The hacker will attempt to acquire some proportion of these exposed assets

(δ c )

in the hope that they can avoid detection with a probability determined by [3.2]. Should they
be detected, they will fail to acquire any of the assets and then face the risk of a State-inflicted
punishment, if convicted. Thus, they have to form beliefs as to the amounts the organisation is

()

( )

spending on protection P̂ and on detection D̂ and the severity of the punishment, as
measured by the hacker’s perception of the State’s punishment-to-crime ratio, R̂ . This hacker

( )

will calculate what they believe to be the optimal proportion of the assets to acquire δ c* given
their beliefs being the expected utility from attempting to steal just a little more wealth from
the organisation against the expected probability of being discovered stealing it and the value
of the punishment to be inflicted upon them. Formally, their version of [2.2] is:

)
−
max (U ) =


 ( (ˆ ( ˆ
(1 + (τˆ (Xˆ δ ))) e
1 + τ X δ )))
(

α c Xˆ U δ c

c

0 ≤δ c ≤1

)

γc

β0

U

0

(

α c Xˆ U δ c Rˆ τ s
U

0

c

γc

β0

Rˆ

c

As with the organisation, any mis-match between these beliefs and reality will imply a suboptimal selection of δc which will be considered in the empirical application section.
The State
The state’s objective is relatively simple: to maximise society’s expected utility from convicting
and punishing hackers detected by the organisation. The state determines the value of the
punishment as a multiple of the value of the (attempted) theft, R (0 < R < ∞). It is assumed,
however, that the probability of a conviction (H(C)) falls as R increases, in the style of Figure e.
It can be supposed that hackers (and their advocates) will defend themselves more robustly the
more severe the potential punishment (including absconding from the legal territory) and/or
that Society may regard excessive punishment (e.g. the Death penalty) as undesirable and elect
officials who will moderate the punishments.
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They will also rail against a regime that is deemed to be too ‘soft’ and demand an increase in R to a satisfactory
level.
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Figure e Probability of Conviction, given detection
The State has to incorporate its current beliefs about the organisation and the hacker to select
the ‘optimal’ punishment-to-crime ratio (R*). As it can only convict hackers that have been
detected, it seeks to optimise their version of [2.3]: 7

)

(

 τ  τˆ Xˆ δˆ β c − 1 
 s o P C
 
max(U s ) =  
βc


 

e R τˆo Xˆ PδˆC
R∈ℜ



(

)

- where τs is the maximum probability of a conviction, itself a function of the quality of the legal
system. As with the organisation and the hacker, any mis-match between the State’s beliefs
about their parameters will result in a sub-optimal punishment régime.
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For the purposes of simplicity, it is assumed that the State uses the same belief as the hacker with respect to
the organisation’s parameter, τo.

12

Section 4: Illustration of the Risk Model
In order to illustrate the player-learning process in practice, an Excel-based model was
constructed (Figure f) to demonstrate the process to equilibrium, where that equilibrium is
dependent upon the players’ beliefs about each other. Realistic parameters were entered for
each player, including initial belief parameter values that were made deliberately different from
the actual parameters each player employed. Each player’s expected utility function was
optimised in turn, starting with the organisation, then the hacker, then the State in the first
phase.
For illustrative purposes, we assume that in the absence of any hard information, the
organisation forms the naïve belief that the hacker will attempt to acquire all of its unprotected

(

)

assets δˆc = 1 . Given that belief and its utility parameters, it finds it optimal to devote £0.0066
and £0.225 of its £3 of assets to protection and detection respectively. This shields a little over
0.4% of the assets and, it believes, gives it a 91.6% probability of detecting any attempt to steal
the assets. This maximises its expected utility to U o* = −0.319 . We consider below whether or
not this forms part of a (Bayes-)Nash Equilibrium outcome.
At the same time, the hacker forms a naïve belief regarding the proportion of the assets that will
be accessible to it: 5% (≠99.6%) and that τo equals 40 (when it, in fact, equals 50) and that the
State’s punishment-to-crime ratio (R) is 1-1 (when it, in fact 0.999-1). It finds it optimal to
attempt to acquire 0.842% of the assets, rather less than the 100% that the organisation believes
it is trying to acquire! Its conditional maximum expected utility is U c* = 0.013
The State, for its part has no particular incentive to conceal its parameters, and, given these and
its beliefs about the organisation and the hacker, sets the punishment-to-crime ratio to 0.999
and obtains an expected utility gain of U s* = 0.013 .
Focussing on the organisation and the hacker, do these first-pass optimisations form a (Bayes)Nash Equilibrium? The answer has to be ‘No’, as had the organisation realised that the hacker
intended to steal only 0.842% of its unprotected assets and not 100%, it would have found it
optimal to spend 0.006 on Prevention defence (≠ 0.007) and 0.002 on Detection (≠ 0.225). It
would then have achieved an optimum expected utility of U o* = −0.018 (≠ -0.319). Similarly,
the hacker, over-estimates the proportion of assets the organisation will protect (5% versus
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Figure f Excel Model: main screen

14

0.406%), given its mis-perception of τo and R. Accordingly, it should instead have set δc = 0.479%
(≠ 0.842%), which would have resulted in an expected utility gain of U c* = 0.010 (≠ 0.013).
If the game were repeated, in the sense that the players observe the outcome from the first
pass, realise their misperceptions regarding the others’ parameters, and update their beliefs,
we might expect them to iterate closer and closer to each other, to a point where we achieve a
(Bayes-)Nash equilibrium: that is, the players’ beliefs are in accordance with the actual
parameters and are all optimising, given the others’ actions. How many plays are required to
bring all the players to this points depends on the length of each ‘round’, how well each one
learns about the others’ parameters, and to what extent they revise their beliefs for the next
play. Figures g and h plot the expected ‘optimal’ utility trajectories for the organisation and
hacker as they close the gaps between them (read each figure from right to its left). In this case,
the organisation would see its expected utility rise as they converge with the hacker, though the
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Of course, this is due to the assumptions made in the model, including the illustrative
parameterisations. It might be argued that the hacker, therefore, has no incentive to update
their beliefs about the other players. Game Theorists will always point out that any action that
emanates from incorrect beliefs cannot be part of a stable equilibrium outcome, and that, in
effect, all players will eventually be forced together.
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Conclusion
The issue of cybercrime, via the ‘hacking’ of victims’ computer-based systems is an everincreasing problem. While the technical aspects of these crimes are relatively new, the
underlying incentives of the involved players are centuries old. For the hacker, it is the utility to
be gained from the wealth acquired, taking into account the penalties for being caught. For the
organisation, it is the utility gained from the assets it successfully defends from theft. The State
obtains utility from apprehending hackers and maintain Law and Order in its territory. Each of
the three players conditionally optimise their own utility, based on their current belief about
how the others will play: for the hacker, they form beliefs about how much effort the
organisation will go to in protecting its assets and how the State will punish it, if apprehended
and convicted. The organisation will estimate the hacker’s utility function, which will determine
the amount they will attempt to Steal.
We show here, via a simple model with synthetic but plausible parameters, that mistaken
players’ beliefs about each other cannot yield a stable equilibrium outcome, but that with
repeated rounds of the game, they will eventually converge. Whatever the equilibrium is, it
probably implies that some amount of assets will be acquired illegally by the hacker, as both the
organisation and the State may not find it optimal to drive this to zero.
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